
🔐 Digital Safety & Spyware Awareness 
Checklist
Protecting Your Tech in a High-Conflict Divorce

In high-conflict separations, digital surveillance is, unfortunately, common. If your ex had 
access to your devices, accounts, or Wi-Fi before or during the relationship, it’s important 
to assume your data may be compromised and take action to secure it.

✅  Step 1: Assess Your Current Risk

• ☐ Do you suspect your ex knows things they shouldn’t?

• ☐ Has your ex had physical access to your phone/computer recently?

• ☐ Did your ex ever help set up your tech (devices, Wi-Fi, accounts)?

• ☐ Have you shared account logins or passwords in the past?

• ☐ Has your phone battery life drastically changed?

• ☐ Is your device running slowly or getting hot without reason?

• ☐ Have you noticed strange pop-ups or unfamiliar apps?

If you answered yes to any of the above, take the following steps.

🔄  Step 2: Update Your Accounts

• ☐ Change ALL passwords (email, social media, banking, cloud storage, Apple 
ID/Google).

• ☐ Use a password manager (e.g., 1Password or Bitwarden).

• ☐ Enable 2-factor authentication on all sensitive accounts.

• ☐ Check your recovery email/phone number—remove any that belong to your ex.



📱  Step 3: Secure Your Devices

• ☐ Back up important files (but avoid syncing to a shared cloud).

• ☐ Consider a factory reset of your phone/computer if you suspect spyware.

• ☐ Update your device to the latest software version.

• ☐ Install reputable antivirus/anti-spyware software.

• ☐ Review app permissions—remove unfamiliar or suspicious apps.

• ☐ Turn off location sharing unless essential.

• ☐ Don’t use shared devices (e.g., family tablets) for sensitive communication.

🌐  Step 4: Protect Your Internet & Location

• ☐ Change your home Wi-Fi name and password.

• ☐ Use a Virtual Private Network (VPN) when online.

• ☐ Turn off Bluetooth and location sharing when not in use.

• ☐ Disable location history and shared location in apps (e.g., Google Maps, Find 
My iPhone).

• ☐ Stop using shared calendars or cloud accounts.

🧠  Step 5: Use Caution Moving Forward

• ☐ Don’t discuss legal strategy via text or email—use secure apps like Signal.

• ☐ Avoid using shared devices or accounts for private matters.

• ☐ Assume anything sent by text/email could be seen by a third party.

• ☐ Use code words or neutral language for sensitive topics if safety is a concern.

• ☐ Document suspected digital abuse in your tracker.



📍  If You Suspect You’re Being Tracked or Monitored

• Contact a domestic violence advocate or tech safety expert (e.g., NNEDV Safety 
Net).

• Consider bringing your device to a tech professional for a security audit.

• Avoid confronting your abuser about spyware—this can escalate danger.

💬  Pro Tip

Create a brand-new email account just for your divorce process. Share it only with 
your legal team, therapist, or safe support people.

🕊  Need support through the storm? 
Contact Natasha Bacca – A Divorce Doula

✨  Explore more healing tools at www.NatashaBacca.com
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